
Terms and Conditions for Document Messenger 

Introduction   

The Document Messenger system is a secure web application with the following specification:- 

 Client-side Angular 7 (continually patched with latest security updates) 

 Server-side ASP.NET Core 2.1 API 

 Using Identity Server 4 for OpenID Connect and OAuth 2.0 middleware 

 Site is hosted on Microsoft Azure AppService in the UK West region 

 Documents are stored in Microsoft Azure Blob storage in the UK West region and data is 
encrypted at rest 

 Messages stored in Azure SQL database and all interactions are through EF core ORM - 
protecting against SQL Injection attacks. 

 

Clients can only access the system after logging in with their email address and a password.   

We enforce strong password rules. 

Clients never receive documents or message text directly via email, they only receive notification of 

a message with a link.  In order to access the message (and document) they need to authenticate.    

All traffic between browser and server is redirected to use the HTTPS protocol so that the data is 

encrypted before transmission across network using TLS and verified against the identity of the 

server host using a certificate.  TLS helps protect against attacks such as a man-in-the-middle attack, 

where an attacker places himself in between a visitor and a web site, impersonating both - allowing 

them to tamper with the data, or even just passively listen. 

We try to keep the software libraries patched often to stay ahead any of any vulnerabilities that are 

fixed. 

We monitor the OWASP Top 10 and try to adhere to their recommendations in the current most 

critical security risks facing web applications and how to mitigate against them. 

https://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project 

https://www.owasp.org/images/7/72/OWASP_Top_10-2017_%28en%29.pdf.pdf 

 "The OWASP Top 10 is a powerful awareness document for web application security. It represents a 

broad consensus about the most critical security risks to web applications. Project members include a 

variety of security experts from around the world who have shared their expertise to produce this list.  

We urge all companies to adopt this awareness document within their organization and start the 
process of ensuring that their web applications minimize these risks. Adopting the OWASP Top 10 is 
perhaps the most effective first step towards changing the software development culture within your 
organization into one that produces secure code." 

Please note that the internet is not a totally reliable communication medium and is subject to 

failure of software or hardware outside the control of Document Messenger. This may lead to 

delays, or total failure of communication data, messages or other material. We therefore do not 

warrant that the functions or materials accessible from or contained in this website will be 

uninterrupted or error free, or that defects will be corrected. We are not liable for any damages 

(including, without limitation, damages for loss of business or loss of profits, loss of privacy and 

loss of data) arising in the use of or inability to use Document Messenger. 

https://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project
https://www.owasp.org/images/7/72/OWASP_Top_10-2017_%28en%29.pdf.pdf


Definitions  

In this Agreement, where the context permits, the following words and phrases have the following 

meanings:  

“We” DM Web Solutions Ltd T/A Document Messenger  

"Subscriber" generally the business owner engaging Document Messenger services 

"Staff" and “Admin Users” those members of your staff who you permit to use Document 

Messenger; 

"Client" a Client of yours in respect of whom you allow to use Document Messenger 

"Confidential Information" all information sent within Document Messenger  

“the system” Document messenger system 

"Data Protection Legislation" means any law, statute, declaration, decree, directive, legislative 

enactment, order, ordinance, regulation, rule or other binding restriction (as amended, consolidated 

or re-enacted from time to time) which relates to the protection of individuals with regards to the 

Processing (as defined in the GDPR) of Personal Data (as defined in the GDPR) to which a party is 

subject, including the Data Protection Act 1998 (up to and including 24 May 2018) and the GDPR (on 

and from 25 May 2018), as well as the Privacy and Electronic Communications (EC Directive) 

Regulations 2003;  

"GDPR" means Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 

2016 on the protection of natural persons with regard to the processing of personal data and 

repealing Directive 95/46/EC (General Data Protection Regulation) OJ L 119/1, 4.5.2016;  

"Website" the Website on the internet run by DM Web Solutions Ltd T/A Document Messenger 

under the domain name http://www.documentmessenger.co.uk through which certain facilities will 

be provided and all software, data, components and other material accessible at that website. 

In this Agreement, where the context permits:  

a. words importing the singular include the plural, words importing the masculine gender include the 

feminine, words importing persons include bodies corporate, partnerships and unincorporated 

associations and in each case vice versa;  

b. a reference to a statute or statutory provision includes a reference to that statute or provision as 

modified, replaced or re-enacted from time to time and to any subordinate legislation made under 

that statute or provision;  

c. a reference to a Clause is a reference to a clause of this Agreement;  

d. headings are included for convenience only and are not to affect the construction or 

interpretation of these terms. 

 

 

 

 



Permissions 

 DM Web Solutions Ltd T/A Document Messenger permit you to use the Document 
Messenger. In using the Document Messenger system, you will comply at all times with the 
procedures and other requirements and restrictions set out in this Agreement. 

 The use and access to the website is restricted solely for the purposes of sending/receiving 
information of a legitimate business. 

 You accept you as the Subscriber take full responsibility for the activities of each of your 
Staff, Admin Users and your Clients in relation to the Document Messenger system. 

 Document Messenger reserves the right to make improvements and other changes to the 
system from time to time or, to restrict or deny access to the Document Messenger for any 
particular Subscriber, Staff member. 

 Document Messenger reserves the right to suspend the operation of the Document 
Messenger at any time, if it reasonably considers it appropriate to do so (and except in an 
emergency, Document Messenger will give you prior notice of any proposed suspension).  

 You will only use the Document Messenger for the purpose for which it was designed and 
for which you have authorisation and must refrain from any act or omission which may 
interfere with the use or availability of Document Messenger. You may not assign, sub-
licence, transfer, charge or part with possession of any rights or obligations under it. 

 You may not copy or disassemble any of the software comprised in the system or interfere 
or tamper with, alter, amend or modify the Website or any part of it.  

 You agree that your use of Document Messenger shall be in accordance with the following. 
You will not send any messages/documents that is defamatory, menacing, obscene, 
indecent, abusive, harmful, pornographic or otherwise illegal or which may violate or 
infringe in anyway upon the rights of others, incite violence, sadism, cruelty or racial hatred 
or otherwise cause distress or inconvenience. You may not express opinions that are vulgar, 
crude, racist, sexist or otherwise offensive. You will not send any message, e-mail or other 
communication that contains material which does not belong to you without the owner's 
express permission. You will not submit any message, e-mail or other communication that 
contains information that to the best of your knowledge is untrue, incorrect or misleading. 
You will use your best endeavour not to allow the introduction into the website of any virus, 
worm, trojan horse, horse or other destructive program. 

 Copyright and all other intellectual property rights whatsoever in the Document Messenger, 
its system and every part of them will remain the exclusive property of DM Web Solutions 
Ltd. No rights of any kind whatsoever are granted, licensed, transferred or shall otherwise 
pass to you pursuant to this Agreement. 

 

 

Charges 

 You shall pay the set up charge and monthly subscription fee as per our Terms Page. 

 Our minimum subscription period is 12 months.  

 Thereafter your subscription becomes a rolling 30 day contract. 

 We require 30 days’ notice to stop your subscription once your first 12 months period has 
elapsed. 

 

 

 



Legal Information and General Disclaimers 

 Document Messenger is a trading style of DM Web Solutions Ltd.  

 We have taken all reasonable steps to ensure that the information on our website is correct, 
We do not accept any liability for any errors or omissions. 

 We reserve the right at any time, and without prior notice, to remove or cease access to 
Document Messenger. In the event of any such removal/change we shall not be liable to you 
in any way whatsoever for such change or removal. 

 Please note that the internet is not a totally reliable communication medium and is subject 
to failure of software or hardware outside the control of Document Messenger. This may 
lead to delays, or total failure of communication data, messages or other material. We 
therefore do not warrant that the functions or materials accessible from or contained in this 
website will be uninterrupted or error free, or that defects will be corrected. We are not 
liable for any damages (including, without limitation, damages for loss of business or loss of 
profits, loss of privacy and loss of data) arising in the use of or inability to use Document 
Messenger. 

 

Limitations 

You acknowledge that computer software cannot be guaranteed error free and agree that DM Web 

Solutions Ltd will not be liable for any errors in the software.  

DM Web Solutions Ltd will not be liable to you, your Clients or the Personnel for any:  

       a. indirect or consequential loss whatsoever, or any loss of profit or contracts;  

       b. dishonest, fraudulent or malicious use of the Document Messenger by any person;  

       c. act or omission which is required by legal or regulatory obligations;  

       d. loss arising from data transmission machine or software error. 

 

Data Protection  

You warrant to DM Web Solutions Ltd that in relation to this Agreement you have complied and will 

continue to comply with Data Protection Legislation and all relevant guidelines and guidance notes 

issued from time to time by the Information Commissioner (and any equivalent legislation in other 

relevant jurisdictions), and will not (as far as practicable) knowingly do anything or permit anything 

to be done which may lead to a breach of the Data Protection Legislation via the Document 

Messenger system; and agree to fully indemnify and keep DM Web Solutions Ltd T/A Document 

Messenger indemnified against all and any loss, cost, damage, charge, fine or liability which we may 

incur directly or indirectly from any such breach.  

Amendments  

DM Web Solutions Ltd T/A Document Messenger may from time to time amend this Agreement. You 

will be bound by such amendment on the earlier of:  

       a. your accepting the updated Agreement on the Document Messenger; or  

       b. Document Messenger notifying you by email or in writing. 

 



Governing Law 

This Agreement shall be governed by, and construed in accordance with, Scottish law.  

The Scottish Court shall have exclusive jurisdiction to settle any disputes or claims which arise out of 

or in connection with this Agreement, for which purposes all parties agree to submit to that 

jurisdiction. 


